For ISP’s -- How to host a token generator.
An X-ASVP “token generator” is a program running on a webserver that dynamically creates X-ASVP meta-documents for your end user community.

To host a token generator for  your user community,   you first set up an X-ASVP local host.  Assuming that you already run a webserver,

1. Add a CNAME for hostname ‘x-asvp’ pointing to the webserver you plan to use

2. Add a name-based virtual host on the webserver so that it will answer HTTP calls to x-asvp.yourdomain.tld   (where yourdomain.tld is the domain name that shows in your users’ e-mail addresses.)

Add a token-generator (meta-document creation) script 
Here is example output: http://www.x-asvp.org/X_ASVP_ORG/CHAIR.HTM
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The basic structure of the script that created this output is posted at

             http://x-asvp.org/_pub/draft/HOWTO/meta-documents/   

You are encouraged to alter this script in any way you see fit.  The token is only as strong as your generator and your ability to verify the token when it arrives at your MTA.

About meta-documents:

Meta-document can be in one of three places, 

1. on a webserver run by your ISP  ( on server x-asvp.domain.tld )
2. on a top level domain (TLD) webserver run by a controlling committee member

3. or on the X-ASVP controlling committee webserver (x-asvp.info)

Meta-documents can be static HTML pages, or can be dynamically generated with server side code.  Example code is also posted in the meta-documents directory on the X-ASVP website.  The code used to generate the example above was derived from the “complex” example.
You  are free to use this code to create your own token-generator (please be sure to alter the static variables):

---  snip meta-document generator code ( “token generator”) ---

<HTML>

<BODY>

<?php

/*

This is an example script for generating a X-ASVP meta-document.

The ASVP-WEB sequence number can be as complex or as simple as you

want, it's only limited by your ability to verify the result.

 */

// ISP level complexity meta-document script example - X-ASVP Committee

// Designed to contain many options for filtering/verification

// Generally, all ASVP-WEB sequence_numbers contain a static token

// this is chosen by the user to do trivial filters in their mail

// client software.  (i.e., if does not contain token, then flag it)

// s1 is the user's chosen "token" value

$s1 = "abc43fg54z";

// If you append this to the user token, you have a longer token

// that changes automatically by date function 

// adding a number between 9 and 87 makes this a 2-digit number

// not easily recognized in the token as a "month" value.

$mo = (date("m")+ 33);

// The rest of these are filler, they can be whatever you want

// Some people use functions of the URL or the REMOTE_ADDR

function make_safe($variable) {$variable = addslashes(trim($variable));return $variable;}

// leaving string2 as static

$s2 = "f12zyx56Ty";

// put the calling IP into the sequence

$s3 = make_safe($REMOTE_ADDR);

$s3 = ereg_replace ('[^0-9]+', 'x', $s3);

// $s4 = "43iuXfMy09";

$s4 = make_safe(str_rot13(strtolower($QUERY_STRING)));

$r1 = ((rand()%89) + 10 );

$r2 = ((rand()%899) + 100 );

// You can use a function as a shared secret between the 

// generator script and the verification script.

// You can insert both the range and domain into the sequence_number.

// Parse both x and f(x) from the token and verify they satisfy the function

$fx = (($r1 * $r1 * 4)%899 + 100);

// Or you can make it date dependent so you already know the x part

$gx = (($mo * $mo * 4)%899 + 100);

// Time to print the meta-document

print "&lt;ASVP-WEB&gt;<ASVP-WEB>";

//

// Next line is for DEPRECATED CC method

// Only use this if the end user wants the sequence number copied to

// a CC address 'asvp.sequence_number@senderISP.tld' 

print "CC";

//

// This is the secret sauce of the generator, you can change the order

// of the input variables.  Truncated to 200 to stay compliant w/standard.

$out200 = substr("$r1$s3$s2$gx$s1$mo$s4$r2$fx", 0, 200);

print "$out200";

// close the tag

print "</ASVP-WEB>&lt;/ASVP-WEB&gt;";

// The recipient could filter on many items in this string

// 1. their static token

// 2. the static token plus the adjusted month value

// 3. verification of x and f(x)

// 4. verification of g(month)

// 5. rot13 value of their e-mail address

// 6. IP address of sender

?>

<!-- Other items can be appended in XML format...such as public keys -->

<P>

friendlybounce = <FRIENDLYBOUNCE>YES</FRIENDLYBOUNCE><BR>

mywebsite = <MYWEBSITE>http://www.ISP.tld</MYWEBSITE><BR>

<P>

</BODY>

</HTML>

--- end snip ---
You may need to add a MIME type for your web server.  For the above example output, the script is in a file called ‘all.php’ and this is in the Apache webserver .htaccess file.

--- snip Apache .htaccess file for X_ASVP_ORG directory ---

AddType application/x-httpd-php .php .HTM

RewriteEngine On

RewriteBase   /X_ASVP_ORG

RewriteRule   ^(.*)\.HTM$  all.php?$1

--- end snip ---

